FirePass ¥ i &4 M

FirePass i it &4t MR #k R kg

s

fE% SSL VPN HAR HE LR, Al A vrshabny A R A RS, AL, S e b g R M 256 . (VLR
P HOCH R REENRE NI AT A 1o Al EARIP T, SR EERY 5 TR AN T A2 UK T
e, BT IEAETF i, X8 5 T AR FH 235 A A TRUR G I

ARV EA S, FR AR EME . 1PSec MHMUAL R TAH, ©RAAEMNRER L, FHEICH
Fro k. SSL VPN (R - #RREMS AN G RER M 45 SHIR E, Ml TRFERER, WEHEGEmER. BEFZA
[RIZRTRL A F 3 A P s PR IS A EA T, RIS [ AN R A N AR B R, ZOROS R R R B TR, DAROR s
FAHGE AR, X AN E

- Bk

SSL VPN {IERE 17 (] [l ARTFI, 1 SEEIZ5 (R B WAL — D YEas , it VAU RR ZERE A I EALRAL (i, e
A HK. PDA SfEESE) |, FREAAMEEERMEZ 2R BT ARSI R BRI %, B, R et
Z|, #RTRESA Windows ML LinuxiZg 1 WAP FLIE R ER T R 76 P A DGEEIERT, A& i, DA
PRIZIR AR AT RS, X RdE W WERARIARING,  SUAA A DX A (R LA ] ABA b S5 1 17 ()AL
B2 AR SR AR AT DT IR, SN S WS 2 T ARG IR N2 2 IR EL, IR ARV P R AT o ), B4R M
AW A RESS CRAEABAT T3 AT L B B AT R 5 8 2 KRB (R R A DR U™ 42 4B R GE A RE 1T (] S8 Y v BB At At

LIIZ AR — PRSI P Rk S R, A ANF ST P At Tl GBS A 2 Fhisi & a7 i F 2RI AT
ViR GRARH R . N R R PR — MREF AR B

http://localhost/f5/white_book/white8.htm (% 1,78 T1) [2008-4-18 18:37:08]



FirePass Jifi i & 41t
Usage Scenarios
In the course of implementing an effective endpoint security policy an organization must take inventory of the possible "access

modes” it is willing to support. The table below illustrate the universe of access's options that could be made available. The
arganization must decide proactively how each scenano will be addressed.

Usage Scenario Access Point Device Owner Device Security Allows Downloads?
EMPLOYEE

| Office Wnllv:ﬂr| LAN | Organization Managed-Trusted | Permits

| Mobile Worker Amypwhere Organization Managed-Trusted Permits

| Telecommuter Home Organization | Managed-Trusted Permits

| Extended Workday Home Employee Unmanaged-Untrusted Permits

[ Casual Access [ Anywhere 3rd Party Unmanaged-Untrusted Likely Blocks
| Anywhere Employee . Unmanaﬁed-t_lntrualed Permits

| Shared Computer LAN Organization . Managed-Trusted Permits

| NON-EMPLOYEE

| Office Visitor/Contractor LAN Visitor/Contractor | Unmanaged-Untrusted Permits

| Extranet Partner LAN Partner Shared Responsibility Permits

| Consumer Anywhere Consumer - Unmanaged-Untrusted Permits

Mote: Access point could be wired or wireless
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Collecting Windows information... Checking client

Checking for antivirus software...
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Protected Endpoint Configuration

Unauthorized Access

Imformation Leaks Loggers | Virus Aktack

Required safety measures or checks: Salect the rsk factors against which you want to protect resources. Salect and canfigure the safety faaturas you
want for esch risk factor.

Hisk factors: Unawthorized Access
Safety measures or checks to protect against unauthorized access:

Client Certificate - Requires that the client certificate meet criteria specified in properties.

Trusted network - Specifies that bogon is restricted to traffic armiving from the networks specified in properties.
Time Interval - Allows access during the days and hours specified in properties.

Custom Check - Allpws to check vanables from Pre-Logon data.

Logon allowed - Allows to check that prelogon inspection was done and logon was allowad.

For properties, click the T icon next to a chosen safety feature,
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Users : Endpoint Security : Protect Resources Realm: [ FTCRENE  Help

Protect Resources |
Resource Required protection
& Firepass Webtop Select
B @] web Application Tunnels Select
=l q: Metwork Access Select
:"f' Connection in Endy_test
;;" Connection in FSResources
'_": Cannectien in psilva Select
A b it ;
5 Connection in sdrack Q time
i"ﬂ"" Connection in s5a_resource
® @ AppTunnels Select
= Legacy Hosts Select
# M Terminal Servers Select
® @ wWeb Applications Select
E 3 wWindows Files Select
Resource group Required protection
Default_resource @ time Select
Endy_test Select
FSRe&sources Select
psilva Select
sdrack Select
s5a_resource Select
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Post-Logon Actions

Inject Activex/Plugin to clean-up client browser web cache.

Require cache cleanup ActiveX/FPlugin to be loaded to allow
[1 attachment downloads in Mobile E-Mail and downloads via Web
Applications.

Require cache cleanup ActiveX/Plugin to be loaded to allow file

awnloads in Windows Files. If not loaded - only download of Zip
1 download Wind Fil If not loaded lv download of 2
archives allowed.
n Force FirePass 4100 =e==ion termination if the browser or Webtop is
closed.
ninstall FirePass client components.
] uninstall FirePass 4100 client t
emove dial-up entries used by Network Access client.
O r dial t d by Network A lient
] Uninstall ActiveX components downloaded during FirePass 4100
cEszian.
[0 Empty Recycle Bin.
Clean formes and passwords autocomplete data.
0 cClose Google Desktop Search.
Inherit caching policy settings from Portal Access Web Applications

configuration. Click here to view Portal Access configuration.

K 6: B aiRfE

B2 B, ISR B, AR TRIBA BEXT BHREA TR SR =2, MR BOA B MR TR AE

SR S RAFERIE. AR RIS, BERS R VF I RAE HY F P FIAE E R B X Al BRI T8 1T 1A] 2 36
LA RE R TR RIARIE, AT ERE % P 3 o] LAS A1 BB i BEUE RARAAS SR [l o

FirePass 2l 113 p Lo EFR AL T

Yo BRABERG AN, By 122G

Yo Sl AR R 2 BT A A KA T 5 GBI 100 FORIR BB EEAN S BT KO RAS)  H 35 il

Yo H SR RGO SO AL B R MR B

Yo HZEFNE TR S B e AR R R, W HI B AR LS (self remediation network)—— LA/ FEILY F5 Bl
DRI

http://localhost/f5/white_book/white8.htm (5§ 7,78 TU) [2008-4-18 18:37:08]



FirePass ¥ i &4 M

Vo G TAR DAl RHIE 53 W K By BRUBUR A

Yo (A BEA LS A RGTHA T L e e Al B IR S g A B T

Yo BT RENS S FirePass AWML RIS il dv T SRR L, TGS LT3 17 (]S IR0 2% M S0 00w Y e A T B RO S Al e
MK

http://localhost/f5/white_book/white8.htm (% 8,78 T1) [2008-4-18 18:37:08]



	localhost
	FirePass 端点安全性


